Pepakmus ot 1 4HB 2018

®enepasibHBIN 3aKO0H OT 26.07.2017 N2 187-®3

O 6e30macHOCTH KPUTHUUECKOU NH(POpMAITMOHHON
nH@pacTpykrypbl Poccuiickon ®eaepamun

Cratbsa 1. Cchepa aencreus Hactosiwero denepanbHOro 3akoHa

Hacrosimuii ®efepasibHBIA 3aKOH PETryJIMPYeT OTHOINEHHs B o0JacTh obecrieueHust
0e30mMacHOCTH KPUTUYECKOW WHGPOPMAIMOHHON UHPpPaACTpPyKTyphl Poccuiickoit
denepanuu (asiee Takke - KpuTUUeckas MHQOpMaNOHHAsA HHPPACTPYKTYpa) B HEAX
ee yCTOMYHMBOTO (PYHKIIMOHHUPOBAHHs IIPU IIPOBEJIEHMU B OTHOIIEHUH ee
KOMIIBIOTEPHBIX aTaK.

CtaTbsAl 2. OCHOBHbIEe NOHATUA, UCNONb3yeMble B HacTosileM PegepanbHOM
3aKoHe

Jlnsa uesiedt Hacrosiiero ®eepasbHOTO 3aKOHA HCIIOJIb3YIOTCA CJIEIYIOIEe OCHOBHBIE
TTOHSTHUA:

1) aBTOMATHU3UPOBAHHAs CHCTEMa YIPABJIEHHSA - KOMIUIEKC IPOTPAMMHBIX |
MPOTPAMMHO-AIMapaTHbIX  CPEACTB, IpeAHA3HAUYEHHBIX IS  KOHTPOJsS  3a
TEXHOJIOTUYECKUM U (WJIM) IIPOU3BOACTBEHHBIM 00OpYyAOBaHHEM (HMCIIOJTHUTETHHBIMHU
YCTPOWCTBAMH) W TPOU3BOAMMBIMUA HMMH IIPOILIECCAMH, a TaK¥Ke [ YIPaBJIEHUs
TaKUMU 000PYZI0OBAaHUEM U IIPOIECCAMH;

2) 0e30IMacCHOCTh KPUTHYECKOH HWH(POPMAIMOHHOW WHOPACTPYKTYPHI - COCTOSTHHE
3aIUIIEHHOCTH KPUTHUYECKON MHPOPMAIIMOHHON MHPPACTPYKTYPhI, 00ecIeuyrnBaroliee
ee ycToiunBoe GpyHKIIMOHUPOBAHUE TP IIPOBEIEHUH B OTHOIIIEHNU €€ KOMITBIOTEPHBIX
aTak;

3) 3HAYUMBIA OOBEKT KPUTHYECKON HHOOPMAIMOHHOU HHQPPACTPYKTYphl - OOBEKT
KpUTHUUYECKOW WH(POPMAIMOHHOU HHQPPACTPYKTYphl, KOTOPOMY NPHCBOEHA OJHA U3
KaTeropuii 3HAYMMOCTA U KOTODPHIM BKJIIOUEH B PpeEecTp B3HAYMMBIX OOBEKTOB
KpUTUYeCKOU UH(POPMALIMOHHON NH(PPACTPYKTYPHI;

4) KOMIIbIOTEpHAsA aTaka - IleJIeHAIpPaBJIeHHOE BO3/AEHCTBHE MPOTPAMMHBIX U (MJIH)
MMPOrPaMMHO-aNMapaTHbIX CPEACTB Ha OOBEKTHl KPUTHUYECKOU HWHGPOPMAIMOHHON
UHQPACTPYKTYpbl, CETH  3JIEKTPOCBA3HM,  HUCIOJIb3yeMble JJd  OpraHU3aIluu
B3aMMO/IENCTBUSA TAKUX OOBEKTOB, B IeJIAX HapylleHWs U (WIM) HPeKpaIlleHus WX
dyukuonupoBanusa u (Win) co3gaHUs Yrpo3bl 0e30MacHOCTH 00pabaThIBaeMoOi
TaKUMHU 00beKTaMu HHGPOPMAIUH;

5) KOMIIBIOTEPHBIM WHOUAEHT - ¢akT HapymeHua u (Win) IpeKpalleHus
dyHKIIMOHUpPOBaHUA 00BEKTAa KPUTHIECKOU HHGOPMAITMOHHON UH(PPACTPYKTYPHI, CETH
BJIEKTPOCBA3H, HUCIIOJIH3YEMOU JIJIsI OPTaHU3AIlMN B3aUMOJIEHCTBUS TaKUX O0BHEKTOB, U
(nm) HapymeHus G6e30macHOCTH 0OpabaThIBaeMON TakKMM OOBEKTOM WH(MOpPMAIINH, B
TOM YHCJIe IPOU3O0IIEIINI B pe3yIbTaTe KOMIIBIOTEDHOU aTaKH;

6) KpuTuueckasa WHGOPMAIMOHHAS HWHMPACTPYKTypa - OOBEKTHl KPUTHUYECKOU
nHGOPMAIIMOHHON HHMPACTPYKTYPHI, & TAKXKE CETU BJIEKTPOCBA3H, UCIIOJIb3yeMbIe JIJIA
OpraHu3aIiy B3aNMOIENCTBHUS TAKUX OOBEKTOB;



7) OOBEKTHI KPUTHUECKON WH(POPMAIMOHHON WHOPACTPYKTYphl - HHGPOPMAIMOHHBIE
cucTeMbl, WH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHbIE CETH, aBTOMAaTHU3WUPOBAaHHBIE
CUCTEMBI YIIPABJIEHUs CyO'hEKTOB KPUTUUECKON MH(POPMAITMOHHOU HH(PPACTPYKTYPHI;

8) cyOBeKThl KpUTHYECKOW WH(GOPMAIIMOHHONW WHQMPACTPYKTYPHI - TOCY/IapCTBEHHBIE
OpraHbl, TOCy/IapCTBEHHBIE YUPEXK/IEeHUs, POCCUUCKUE IOpHuAnYecKue Jjuna u (wim)
WHIVUBUAYAJIbHBIE TIPEIITPUHIMATEIN, KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apEH/Ibl WJIN
Ha WHOM B3aKOHHOM OCHOBAaHWHM NPUHAUIEKAT WHGOPMAIIMOHHBIE CHCTEMBI,
nHGOPMAIIMOHHO-TEIEKOMMYHHUKAIITMOHHBIE CETH, AaBTOMATU3WPOBAaHHBIE CHUCTEMBI
yIpaByieHus, QYHKIHOHUPYIOIHE B chepe 3/[paBOOXpaHEHUs, HAYKH, TPaHCIIOPTA,
CBS3U, DHEPreTHKH, OaHKOBCKOU cdepe M UHBIX cdepax (HUHAHCOBOTO PBIHKA,
TOIIMBHO-3HEPTETHYECKOTO KOMILJIEKCa, B 00JIaCTU aTOMHOM SHeprud, 000pPOHHOU,
PAKETHO-KOCMHYECKOH, TOPHOAOOBIBAIONIEN, METAJUIYPrUUECKOM U XHUMHUYECKOU
MMPOMBINIVIEHHOCTH, POCCUHMCKHE IOpUAWYECKHe Juna ©W (Win) WHAUBUyaJIbHbBIE
MIpeAIpUHIMATEIHN, KOTOPbIEe 00eCIIeunBalOT B3aNMO/IEHCTBHE YKA3aHHBIX CHCTEM WJIU
ceTex.

CraTtba 3. [IpaBoBOe perynupoBaHue OTHOLWIEHUN B obnactu obecnevyeHus
6e30nacHOCTN KPUTUYECKON MH(POPMALIMOHHON UH(pPaACTPYKTYpPbI

1. OTHOMIEHU B 001acTu oOecriedyeHns 0€30MMaCHOCTH KPUTHUEeCKON NHPOPMAIIMOHHOM
UHQPACTPYKTYPbl PEryJupyioTca B cooTBeTcTBUM ¢ KoHcrutynmen Poccuiickou
®enepanuu, o0IMENPU3HAHHBIMY IMPUHITUIIAMH M HOPMaMHU MeK/IyHapOJHOIO IIpaBa,
HactosamuM DesepasbHBIM ~ 3aKOHOM, JAPYrUMHU GelepayibHBIMU 3aKOHAMH U
MIPUHUMaeMbIMHU B COOTBETCTBUU C HUMHU MHBIMU HOPMATUBHBIMH ITPABOBBIMH aKTaMHU.

2. OcobeHHocTH NpUMeHeHUs HactosAmero ®denepasbHOrO 3aKOHA K CETAM CBA3H
00111eT0 MOJIb30BaHUsA OmpenesisoTes PerepaabHBIM 3aKOHOM OT 7 UI0JISI 2003 roza NO
126-®3 "O cBA3u" W TPUHUMAEeMbIMH B COOTBETCTBHM C HHUM HOPMATHBHBIMHU
NpaBOBBIMU akTamu Poccutickonn @esepanmu.

CraTtbsa 4. MpuHUMnbI o6ecnevyeHNs 6€30MacHOCTU KPUTUYECKOWN
MH(pOPMaLMOHHON UH(PPACTPYKTYpPbI

[Mpunmunamu  obecrieyeHus1  0GE30MACHOCTH  KPUTHYECKOH  MHGOPMAIIMOHHOMN
UHQPACTPYKTYPHI ABJIAIOTCA:

1) 3aKOHHOCTb;

2) HENpEepHIBHOCTh W KOMIUIEKCHOCTh oOOecreueHuss 0e30MacHOCTH KPUTHYECKOU
UHPOPMAUMOHHON UHQPPACTPYKTYpPhl, [JIOCTUTaeMble B TOM 4YHCJE 34 CUeT
B3aMMOJIEMCTBUSA YIIOJTHOMOUEHHBIX (he/lepaIbHbIX OPTAaHOB UCIOJHUTEIBHOU BJIACTU U
CyO'bEKTOB KPUTUUECKON NHOPMAITMOHHON NHMPACTPYKTYPHI;

3) IPUOPUTET MPEIOTBPAIIEHU KOMIBIOTEPHBIX aTaK.

Crtatbsa 5. locyaapcTBeHHas cuctema oGHapyXXeHusi, npeaynpexaneHus m
NUKBMAauunM nocneacTBUMMN KOMMNbIOTEPHbIX aTak Ha MHPOPMaLMOHHBbIE pecypCbl
Poccumnckon ®epgepauum

1. TocymapcTBeHHass cucremMa OOHapy:KeHUs, NpeAyIpeXRJeHUss U JUKBUJAIUU
MOCJIEAICTBUN KOMIIBIOTEPHBIX aTak Ha wuWHGPOpPMAIUOHHBIE pecypchl Poccutickoit
®enepaniu  mpezcTaBiaser coOOU  €AWHBIM TEPPUTOPHUATIBHO  pacCIpe/ieIeHHbBIN
KOMIUIEKC, BKJIIOUAIONIUI CHJIBI U CPEACTBA, IpeIHA3HAYEHHbIE I OOHApY:KEHU,
TIpeIyIpeXAeHUs U JUKBUAAINN MTOCTEACTBUN KOMIIBIOTEPHBIX aTaK M pearupOBaHUS
Ha KOMITBIOTEPHbBIE UHIIUIEHTHI. B 1eJ1aX HacToAIIel cTaThu Mo HHGOPMAITMOHHBIMHI
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pecypcamu Poccuiickoii ®enepaniuu TOHUMAIOTCS WHGPOPMAI[MOHHBIE CHCTEMBI,
MHPOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH W aBTOMATHU3WUPOBAHHBIE CUCTEMBI
yIpaBJeHus, HaxojfAlluecs Ha Tepputopuu  Poccuiickoir  ®Deneparuu, B
MUIUIOMATHYECKUX IIPEJICTABUTENBCTBAX U (WIM) KOHCYJIBCKUX  YUIPEXKIEHUX
Poccutickoit ®eneparum.

2. K CujiaM, IIpeJHa3HAaYC€HHbIM [JI O6Hapy}KeHI/I}I, InpeaynpexacHud nu JJUKBUJallnn
HOCJIGI[CTBI/Iﬁ KOMIIBIOTEPHBIX aTaK W pEarupoBaHHA HA KOMIIBIOTEPDHBIC HMHIINJACHTDI,
OTHOCATCA:

1) ToApasJieJiIeHusl W JIOJDKHOCTHBIE JiMIa ¢elepaibHOTO OpraHa HCIOJTHUTETLHOU
BJIACTH, YIOJHOMOYEHHOTO B  obiylactu  obecneueHUs1  (PyHKIIMOHUPOBAHUS
TOCy/IapCTBEHHON CHCTEMBI OOHApYKEHHs, TMPEAYNPERASHUSA U JIUKBUJAINU
MOCJIEZICTBUN KOMITBIOTEPDHBIX aTak Ha WHGOPMAIIMOHHBIE pecypchl Poccuiickou
Qenepanuu;

2) opraHu3anus, coszilaBaeMas ¢eZlepaJbHBIM OPraHOM HCIIOJIHUTEJIBHON BJIACTH,
YIIOJIHOMOYEHHBIM B obOsyact obecreueHusi (PYHKIIMOHHUPOBAHUSA TOCYAAPCTBEHHOU
CHUCTeMBbl  OOHApy:KeHUs, UpeAyNpeXAeHUs U  JIMKBUJAIUU  IIOCJIEJICTBUI
KOMIBIOTEPHBIX aTak Ha WH(OpMamuoHHble pecypchl Poccuiickont ®enepanuu, i
obecrieueHUs1 KOOPAUHAIINU JIeSITEJIBHOCTH CyObeKTOB KPUTUIECKON MH(POPMAITMOHHOMN
MHOPACTPYKTYPHl IO BOIpocaM OOHApPY:KeHUs, TPEAYHPERIAEHUS U JINKBUIALNU
MOCJIEAICTBUN KOMIIBIOTEPHBIX aTaK M pearupoBaHUA HAa KOMIIBIOTEPHblE WHIIU/IEHTHI
(manee - HAMMOHAIBHBIN KOOPIMHAIIMOHHBIHN IIEHTP 10 KOMITBIOTEPHBIM UHITUIEHTAM);

3) moapasziesieHus U JOJDKHOCTHBIE JIUIA CYOBEKTOB KPUTHYECKON MHGOPMAIIMOHHON
UHQPACTPYKTYPhl, KOTOpble IPUHUMAIOT y4acTue B 00HApYy>KEHUU, NIpelylpexJeHNU 1
JIMKBUJIAITUY TIOCJIEICTBUN KOMIIBIOTEPHBIX aTaK U B pearipOBaHUM Ha KOMIIBIOTEPHBIE
UHIUJEHTHI.

3. CpexncrBamu, TmpefHA3HAYEHHBIMH JUIsI OOHApY)KEHUs, TPEAYNpEXIAeHUs U
JIMKBUJIAIIUY TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTaK W PearupoBaHUsA HA KOMIIBIOTEDHBIE
UHITUJIEHTDI, SIBJIAIOTCA TEXHUYECKHe, IIPOTPaMMHBIE, IPOTPAMMHO-alIapaTHble U
WHBIE CpeJicTBa /i oOHapy:keHHsA (B TOM uHcIe /JIA I[OWCKA TPU3HAKOB
KOMIIBIOTEDHBIX aTaK B CeTAX 5JIEKTPOCBA3U, HCIOJIb3YEMBIX [UJII OpTraHU3aIluUu
B3aMMOJIEUCTBUS OOBEKTOB KPUTHUECKOU WHMOPMAIMOHHON UHQPACTPYKTYpPHI),
TIpelypexAeH s, JUKBUAAINN MOCJIE/ICTBUA KOMIBIOTEPHBIX aTak U (win) oOMeHa
nadopmanmelr, HeoOXOAMMOU  CcyOBEKTaM  KpUTHUYeCKOH  uHGOPMAIMOHHOMN
UHPPACTPYKTYphl TIpU OOHAPYKEHUU, NpeAylpexkaeHun u (Win) JUKBUAAIUN
MOC/IE/ICTBUN KOMIIBIOTEPHBIX aTaK, a Takke Kpunrtorpadudeckue CpesicTBa 3alIUThI
Takoi NHOpMaILNU.

4. HamuoHaspHBIM KOODAWHAIIMOHHBIM IIEHTP IO KOMIIBIOTEPHBIM WHIUJAEHTaM
OCYIIIECTBJISIET CBOIO JIeATEJIbHOCTh B COOTBETCTBUU C IOJIOKEHHEM, YTBep:KIaeMbIM
(enepasibHBIM OpPraHOM HCIIOJTHUTEIPHOW BJIACTH, YIOJHOMOYEHHBIM B 00JIACTH
obecrieuenusi (QYHKIIMOHUPOBAHUS  TOCYy/IaPCTBEHHON  CHCTeMBI OOHapy»KeHUs,
MpeynpeXaeHuss W  JIMKBUJAIIUKU  TIOCJIEICTBUA  KOMIBIOTEDHBIX aTak Ha
uHdopMannoHHbIe pecypcebl Poccuiickoit @enepanuu.

5. B rocymapcTBeHHOU! cucTeMe OOHaApy»KeHUs, TPEAYNPEXKAEHUA U JIMKBUIAIUN
MOCJIEJICTBUM KOMIBIOTEPHBIX aTak Ha WHQPOpPMalIMOHHBIe pecypchl Poccuiickoi
denepanuu  OCyIIECTBIAIOTCA cOOpP, HaKOIUJIEHHWe, CHCTeMaTHU3alys ¢ aHaIu3
nHpoOpManuy, KOTOpasg IIOCTyllaeT B JIAHHYI0 CHCTeMy 4Yepe3 CpeJCTBa,
Ipe/IHa3HAYEHHbIE JJIs1 OOHAPYKEHUs, IPeAyIPeKIeHNs U JUKBUAAINN MTOCIeCTBUIN



KOMIBIOTEDHBIX  aTak, WHQOpMAIUKU, KOTOpas IMpeACTaBJsgeTcs CyObeKTaMu
KPUTUYECKON WHQOPMAMOHHON MWHQPACTPYKTYpbl U (¢eZlepaIbHBIM OpPraHoM
HCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B OOJiacTu obecrnevyeHUs 0Oe30MacCHOCTH
KpUTUYECKOH uHGOPMAIUOHHON uHPpacTpykTypbl Poccuiickoit ®eneparun, B
COOTBETCTBUU C IepeyHeM UH(OpMaNUU U B MOPsA/Ke, OnpeeaseMbIMu de/iepaaTbHbIM
OpPTraHOM HCIOJHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00jacTu obecreueHus
(PyHKIIMOHUPOBAHUSA TOCY/IAPCTBEHHOU cucTeMbl OOHADPY:KEHUs, MPEAyNpeXKIeHUus U
JIMKBUJIAIIUM TIOCJIEJICTBUN KOMIBIOTEDHBIX aTak Ha HHGOpPMAIMOHHBIE peCcypChl
Poccuiickoit ®enepanuu, a Takke WHOOPMAIMHM, KOTOpPas MOXKET HPEACTABIIATHCSA
UHBIMH He  SBJIAINUMUCH  CyObeKTaMU  KPUTHYECKOM  HHGPOPMAIMOHHOMN
UHQPACTPYKTYpPhl OpraHaMHU U OPraHU3ANUAMU, B TOM YHCJI€ HHOCTPAHHBIMH U
MeKYHapPOIHBIMU.

6. ®enmepanbHBIA OpraH UCIIOJHUTEJIbHON BJIACTH, YIIOJJHOMOUYEHHBIA B 00J1aCTH
obecrieuenusi (GYHKIIMOHUPOBAHUSA TOCYaPCTBEHHOM  CHUCTEMBI OOHapy:KeHU,
NpelynpexJeHuss ¢ JIMKBUJAIIMU IOCJEJCTBUM  KOMIIBIOTEDHBIX aTak Ha
nHdopmanmnoHHble pecypcbl Poccuiickoil ®enepanyu, opraHusyeT B yCTAHOBJIEHHOM
UM mopszke oOMeH nHGpopMaIell 0 KOMIBIOTEPHBIX MHITUAEHTaX MEXKAY CyOheKTaMu
KPUTUYECKON HWHGOPMAIMOHHON WHQPACTPYKTYPhl, a TakKkKe MeXAy CyOheKTaMu
KpUTHUYECKOU WH(POPMALMOHHON MHQPACTPYKTYPhl M YIIOJITHOMOYEHHBIMU OpraHaMu
WHOCTPAHHBIX rocy/IapCTB, MEXXAYHAPOHbIMU, MeKIYHAPOHBIMU
HeNpaBUTEJIbCTBEHHBIMU OpPTaHU3aIUsAMU U HHOCTPAHHBIMU OpPTaHU3AINUAMU,
OCYIIECTBJIAIONIUMU JeATETbHOCTh B O0JIACTH pearupoBaHUs HA KOMIIBIOTEPHBIE
WHIU/IEHTHI.

7. IlpeocraBiieHre U3 TOCY/IapCTBEHHON CHUCTEMBI OOHAPYKEHUS, TIPEYIPEKIEHUA U
JIMKBUJAIIUN IIOCJEACTBUA KOMIIBIOTEPDHBIX aTak Ha WH(GOPMAIUOHHBIE PECYPCHI
Poccuiickoit ®eneparum CBeJEHUH, COCTABJIAIOIINX TOCYaPCTBEHHYIO JIMOO HHYIO
OXpaHsSEeMYI0 3aKOHOM TalHY, OCYIIECTBJISIETCS B COOTBETCTBUU C 3aKOHOJIATEIHCTBOM
Poccuiickoit ®eneparum.

CraTtbsa 6. MonHomouus MNMpe3uaeHTta Poccunckon degepauum m opraHoB
rocyaapctBeHHou Bnactu Poccuinckon ®deapepauum B obnactu obecnevyeHus
6e30nacHOCTN KPUTUYECKON NMH(POPMALIMOHHOWN NHDPACTPYKTYPbI

1. I[Ipesugent Poccutickoit ®enepamnum omnpesesisier:

1) OCHOBHBIE HAIIPABJIEHUs TOCY/IaPCTBEHHON MOJUTHUKA B oOJlacTH obecredeHus
6€30I1aCHOCTH KPUTUYECKOH HHPOPMAITMOHHOU NHPPACTPYKTYPHI;

2) denepasbHBIN OpraH WCIOJHUTEIBHON BJIACTH, YIIOJHOMOYEHHBIM B 0OJacTh
obecrieueHusi 0e30MaCHOCTH KPUTHUECKOW WHQMOPMAIMOHHOW WHQPaCTPYKTYPhI
Poccuiickoit ®eneparumu;

3) denepanbHBII OpraH HCIOJHUTEIBHON BJIACTH, YIIOJHOMOUYEHHBIH B obJiacTu
obecrieueHnsi (PYHKIIMOHUPOBAHUS TOCYJAPCTBEHHONW CHUCTEMBI  OOHapYKEHUH,
NpelynpexeHnuss W JIMKBUJAIUU  TOCJEACTBUA  KOMIBIOTEDHBIX aTak  Ha
nHdopmanoHHble pecypchbl Poccutickoit ®eneparium;

4) TOPAMOK CO3JaHWUs W 33/ladyd TOCYJApPCTBEHHON CHCTEMBI OOHApPYKEHUS,
NPEeAyNPEXXAeHUsT W JIMKBUZAIIUM  [IOCJIEACTBUN  KOMIIBIOTEDHBIX aTaK Ha
uHdopMannoHHbIe pecypcebl Poccuiickoit @enepanuu.

2. [IpaButenscTBO Poccuiickoil @esiepaiun ycTaHaBIUBAET:



1) TOKa3aTeau KPUTEPHEB 3HAYMMOCTU OOBEKTOB KPUTHUUECKOW WHMOPMAIMOHHOU
UHPACTPYKTYpPhl U WX 3HAUEHUs, a TaKKe IMOPSIJO0K M CPOKH OCYIIECTBIIEHUS HX
KaTerOpUpPOBAHUS;

2) TOPSAOK OCYIIECTBJIEHUS TOCYAAapCTBEHHOTO KOHTPOJISI B 00JiacTH obecreueHus
0e30macHOCTH 3HAYHUMBIX 00BEKTOB KPUTUYECKOH UHOPMaAITMOHHOU

UHDPaACTPYKTYPHI;

3) TOPAJIOK IIOATOTOBKHU U KCIOJIB30BAHUS PECYPCOB €IWHOU CETH 3JIEKTPOCBSI3H
Poccuiickoit ®enepanun yisi obecriedeHus (PYHKIIMOHUPOBAHUA 3HAYUMBIX OOBHEKTOB
KPUTHYECKOU WHGOPMAIIMOHHON NH(PPACTPYKTYPHI.

3. denepaybHBIA OpraH HWCIOJHUTEJBHOU BJIACTH, YIIOJHOMOUYEHHBIH B 00JacTh
obecrieueHusi 0e30MaCHOCTH KPUTHUECKONW WHQMOPMANMOHHOU WHQPPaCTPYKTYPhI
Poccutickoit ®enepanuu:

1) BHOCUT TIPEJJIOKEHUs O  COBEPIIEHCTBOBAHUM  HOPMAaTHBHO-IIPABOBOTO
peryJIMpOBaHUs B obstactu obecreueHUs Oe3omacHOCTH KPUTHYECKOU
nHpopManmoHHON MHOpPacTpyKTyphl [Ipe3uaenty Poccutickoii ®emepanyu u (uim) B
[IpaBuTenbcTBO Poccuiickoit ®enepanumy;

2) YyTBEp:KJAeT TMOPAAOK BeJIEHUS peecTpa 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
UH(POPMaAIMOHHON NH(PPACTPYKTYPHI U BeIET JaHHBIU peecTp;

3) yTBepxkaaeT (opMy HaIpaBJIeHUs CBEJIEHUH O pe3ysbTaTaxX MPHUCBOEHUSA OOBEKTY
KPUTHUUYECKOU MHPOPMAIIMOHHON WH(QPPACTPYKTYPhl OJJHOM M3 KATErOPUU 3HAYMMOCTHU
Jin00 006 OTCYyTCTBUY HEOOXOUMOCTHU ITPUCBOEHUS €My OJHON U3 TAKUX KaTErOPHUH;

4) ycTaHaBiuBaeT TpeboOBaHUA MO obecreyeHNI0 0e30MaCHOCTU 3HAUYUMBIX O0BEKTOB
KPUTUUECKONH WH(MOpManUuOHHOU WHPPACTPYKTyphl (TpeboBaHUSA IO 0bOecreueHUro
6e3omacHOCTH NHGOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH, KOTOPHIM IIPUCBOEHA
O/lHA U3 KaTeropuil 3HAUMMOCTHU U KOTOpbIE BKJIIOUEHBI B PEECTP 3HAYMMBIX OOBEKTOB
KpUTHYEeCKOH  MH(POPMAUMOHHON  UHQPACTPYKTYphl,  YCTAHABJIMUBAIOTCA IO
COIJIACOBAHUIO € (pe/lepaIbHBIM OPraHOM HCIOJHUTEIBHON BJIACTH, OCYIIECTBIIAIONIUM
(dyHKIMU 10 BRIPAOOTKE M peau3aIuil rOCyapCTBEHHOUN MOJUTUKA U HOPMATHUBHO-
MIPAaBOBOMY DETYJIMPOBAaHUIO B 0O0JIACTH CBS3HM), a TaKKe TPeOOBAHUS K CO3/JAHUIO
cucreM 0€30MAaCHOCTH TAaKMX OOBEKTOB M O0eCHevYeHUI0 uX (QYHKIMOHUPOBAHUA (B
06aHKOBCKOH cdepe u B UHBIX cepax GUHAHCOBOTO PHIHKA YCTAHABIUBAET YKA3aHHBIE
TpeboBaHus 10 corsiacoBanuio ¢ llenTpasbHbiM 6aHkoM Poccuiickoit @eneparyn);

5) OCYIIECTBJISIET TOCY/IAPCTBEHHBIN KOHTPOJIb B 00JsIacTu obecrneueHusi O€30MMacHOCTH
3HAUMMBIX OOBEKTOB KPHUTHUECKON WH(POPMAIMOHHON WHPPACTPYKTYphI, a TaKKe
yTBep:kzaer ¢GOpMYy akTa MPOBEPKHU, COCTABJSAEMOro MO UTOraM HIPOBEIEHUA
YKa3aHHOTO KOHTPOJIA.

4. ®enepasbHBI OpraH WCIIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIH B o00JIacTu
obecrieuenusi (GYHKIIMOHUPOBAHUS  TOCYy/IaPCTBEHHON CHCTeMBI OOHapy»KeHUs,
NpelynpexJeHnuss W JIUKBUJAIIMU  TOCJEICTBUA  KOMIIBIOTEDHBIX aTak Ha
nHdopManoHHbIe pecypchl Poccuiickoit @eneparnuu:

1) BHOCUT TPEJJIOKEHHS O  COBEPIIEHCTBOBAHUM  HOPMATHBHO-IIPABOBOTO
peryJnpoBaHus B obstactu obecrieueHUA OGe3omacHOCTH KPUTHYECKOU
nHpopMmanmoHHON MHOpPacTpyKTyphl [Ipe3uaenty Poccutickoit @emepanyu u (mim) B
[IpaBuTtesnbcTBO Poccuiickoit @enepanuu;



2) co3/1aeT HAIlMOHAJIbHBIA KOOPAWHAIIMOHHBIHN IEHTP 10 KOMITBIOTEDHBIM HHITU/IEHTAM
U YTBEPIK/IAET IT0JIOXKEHHE O HEM;

3) KOOpPAWHUDPYET JeATeJbHOCTh CyOBEKTOB KPUTUYECKONW HWHGPOPMAIMOHHON
MHOPACTPYKTYPHl 10 BOIpocaM OOHApY:KeHUs, HpeAyIpexXAeHUs U JIMKBUIAIUI
TIOCJIEJICTBUI KOMITBIOTEPHBIX aTaK M pearupoBaHUs Ha KOMIIbIOTEPHBIE UHITU/IEHTHI;

4) opraHu3yeT W IIPOBOJIUT OIIeHKY 0e30MacHOCTH KPUTHYECKOH WHGOPMAIMOHHOMN
UH(}PACTPYKTypPBHI;

5) oIpenesseT nepeueHb WHGOPMAaINHU, IIPEICTABIAEMOUA B TOCYIaPCTBEHHYIO CHCTEMY
oOHapyKeHUsl, IPeIyPERAeHU U JIUKBUJAIIUN TI0CJIE/ICTBUNA KOMITBIOTEPHBIX aTaK Ha
uHopManoHHbIe pecypcebl Poccuiickoit ®enepariuu, 1 MOPSAA0K ee MpeCTaBIeHus ;

6) yTBEpXKAAeT MOPAA0K WH(OpMHUpoBaHUA ¢efepaTIbHOr0 OpraHa HCIOJIHUTEIbHOU
BJIACTH, YIIOJTHOMOYEHHOTO B  oOylactm  obecnedeHus  (PyHKIIMOHUPOBAHUS
TOCYAPCTBEHHON CHUCTEMBI OOHApYy)KEeHUs, NPeAyNpexXAeHUss U JIMKBUAAIUU
MOCJIeJICTBUM KOMIBIOTEPHBIX aTak Ha WHQPOpPMalIMOHHBIe pecypchl Poccuiickoi
®enepaniiv, 0 KOMIBIOTEPHBIX MHIU/IEHTAaX, pearipoOBaHUA Ha HUX, IPUHATHUA MepP MO
JIMKBUJIAIIUN TIOCJIECTBUM KOMIBIOTEPHBIX AaTaK, HPOBEJEHHBIX B OTHOIIEHUU
3HAYUMBbIX OOBEKTOB KDUTHYECKON WHGOOPMAIMOHHON WHOPACTPYKTYpPH (B
0aHKOBCKOU cdepe U B WHBIX cepax (PUHAHCOBOTO PHIHKA YTBEPIKJAAeT YKA3aHHBIN
TIOPSA/IOK IO corJiacoBaHwuio ¢ llenTpanpabiM 6ankoM Poccuiickoit ®enepanun);

7) YTBep3K/laeT NOpsZ0K oOMeHa nHGOpMaIeld 0 KOMIIBIOTEPHBIX HHIIU/IEHTAX MEXK/IY
cyObeKTaMH KPUTHYECKOU HH(POPMAIMOHHON WHMPACTPYKTYPBI, MEKAY CYyObEKTaMU
KpUTHUUYECKOU WH(POPMAIMOHHON MHQPACTPYKTYPhl M YIIOJITHOMOYEHHBIMU OpraHaMu
WHOCTPAHHBIX roCy/iapcCTB, MeXXyHapOJHBIMH, MeK/IyHapOAHBIMU
HeNpaBUTEJIbCTBEHHBIMU OpPTaHU3aIUsAMU U HHOCTPAHHBIMU OpPTaHU3AINUAMU,
OCYIIECTBJIAIOIIUMU JeATeJbHOCTh B OO0JIACTU pearupoBaHUA Ha KOMIBIOTEPHBIE
UHITUJEHTbI, A TaKXke  IMOPSAZI0OK  TMOJy4YeHUs  CyObeKTaMH  KPUTHYECKOU
nHpOopManMoOHHOM WHGPACTPYKTYphl HHGOPMAIUK O CPeACTBaX © Ccrocobax
MPOBE/IEHUS] KOMIIBIOTEPHBIX aTaK M 0 METOaX UX MPeAYIIPEXK/IeHUs U OOHAPYKEHUS;

8) opraHmsyeT yCTaHOBKY Ha 3HAUUMBIX OOBEKTaX KPUTHYECKOH WH(POPMAIIMOHHOU
UHQPPACTPYKTYPHl U B CETAX 9JIEKTPOCBA3U, UCIOJIb3YEMBIX [UJII OpraHU3aluu
B3aMMOJIEUCTBUSI OOBEKTOB KPUTHUYECKON WHGOPMAIMOHHON HWHQPACTPYKTYPHI,
CPE/CTB, IIpeIHAa3HAYEHHBIX JJIsi OOHADY:KEHWS, HPEAYIPEKIAEHUs U JIMKBUIAIUH
MOCJIE/ICTBUYM KOMIBIOTEPHBIX aTaK U pearipOBaHUs Ha KOMIIbIOTEPHbIE UHITU/IEHTHI;

Q) ycTaHaBJIMBaeT TPeOOBAHUSA K CPEACTBAM, IpeIHA3HAYEHHBIM JJI OOHApy:KeHUs,
NpeynpexeHus 1 JUKBUAAINN MTOCIe[CTBUN KOMIIBIOTEPHBIX aTaK U pearupoBaHUSA
Ha KOMIIbIOT€pHbIe NHIIU/IEHTHI;

10) yTBep:KJaeT MOPAAOK, TEXHUUeCKNe YCJI0BUA YCTAHOBKU U HKCIUIyaTal[UU CPeJICTB,
Mpe/IHa3HAYEHHBIX JIJIs1 OOHAPYKeHUs, IpeAyIpeKAeHUA U JUKBUAAINU TTOCTIeCTBUIN
KOMIIBIOTEDHBIX aTaK U pearupoBaHUs HAa KOMIBIOTEpHble WHIIUJIEHTHI, 3a
HCKJIIOUEHUEM CPEJICTB, MpeJHAa3HAYEHHBIX JJIA IOWCKA MPU3HAKOB KOMITBIOTEPHBIX
aTaKk B CeTAX DSJIEKTPOCBS3U, WCIOJb3YEMBIX JJI OpPraHU3aluUd B3aUMOJEHCTBUSA
00beKTOB KpUTHUYECKOU NHOOPMAIIMOHHON HHPPACTPYKTYPHI (B OaHKOBCKOU cdepe U B
UHBIX cdepax GUHAHCOBOTO PHIHKA YTBEPXK/AeT YKa3aHHbIE MOPANOK U TEXHUYECKUE
yCJIOBUSA TIO corstacoBaHuio ¢ LlenTpanbabiM 6aHKOM Poccuiickoit ®esepanym).

5. ®enepasbHBII OpraH HCIOJHUTEIBHON BJIACTH, OCYIIECTBJSAIOIIUN (PYHKIUU IO
BBIpAOOTKE W peasu3aluil TOCYAAPCTBEHHON IOJUTUKU U HOPMATHUBHO-IIPABOBOMY



PEeryJIMpOBaHUI0 B 00JIACTU CBSI3H, YTBEPKJAE€T II0 COIJIACOBAHUIO C (eJiepaTbHBIM
OpPraHOM UCIIOJTHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00JacTH obecreueHus
(PyHKIIMOHUPOBaHHSA TOCYIAaPCTBEHHON CHCTEMBI OOHAPY:KEHUs, MPEAYIPEXIEHUA U
JIMKBUJAIIUN TIOCJEACTBUA KOMIBIOTEPDHBIX aTak Ha WH(GOPMAIUOHHBIE PECYPCHI
Poccuiickoit ®eneparuu, MOpsI0OK, TEXHUUECKHE YCIOBUS YCTAHOBKU UM OKCILTyaTaI[iHN
Cpe/CTB, IpeJHAa3HAUYEHHBIX /JIA TOWCKA IPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX
BJIEKTPOCBS3HM, HCIIOJb3yeMbIX JJIsi OpPraHU3alud B3aMMOJEWUCTBUA OOBEKTOB
KpUTHYeCKON UHGPOPMAIIMOHHON NH(PPACTPYKTYPHI.

CraTtba 7. KateropupoBaHMe 06bEKTOB KpUTU4eCckom nHcopmaLMoOHHON
MHPaACTPYKTYpbI

1. KareropmpoBanue 00ObeKTa KpPUTHUYECKON WHGPOPMAIMOHHON WHQPPACTPYKTYPHI
MpeJicTaBasseT  cobOW  yCTaHOBJIEHHME  COOTBETCTBHA  00BEKTa  KPUTHUUECKOU
UHPOPMAIMOHHON WH@PACTPYKTYPbl KPUTEPUSIM 3HAUYMMOCTH M IIOKa3aTeasaM UX
3HaUE€HUU, IPUCBOEHNE €My OJIHOM U3 KaTeropuil 3HAYMMOCTH, IIPOBEPKY CBEJEHUU O
pe3yJibTaTax ee IPUCBOEHUS.

2. KaTeroprpoBaHue OCyIeCTBIAETCA UCXO U3:

1) COIMaJIbHON 3HAYMMOCTH, BBIPpAKAKOIIEHCA B OIlEHKE BO3MOKHOIO YIIepoa,
MPUYUHIEMOTO JKU3HU WJIN 3I0POBBI0 JIIOZEH, BO3MOXKHOCTU IIpEKpAIlleHUus WU
HapylleHuss QYHKIHOHUPOBAHUSA OOBEKTOB OOeclieueHUus1 JKU3HEesATEeTbHOCTH
HaceJIEeHUs, TPAHCIIOPTHON HHMPACTPYKTYpPhI, CETEU CBA3U, a TakKe MaKCHUMaJIbHOM
BpPEMEHU OTCYTCTBHUA JIOCTYIIAa K TOCYJApPCTBEHHOU YCJIyTe AJid MOoJiydaresjeld TaKou
yCIIyTH;

2) MOJIUTHYECKON 3HAYUMOCTH, BBIPAXKAIOIIEHCA B OI[EHKE BO3MOKHOTO ITPUUYHHEHUS
yiiepba umHTepecam Poccuiickoii ®Penepanmu B BOIIPOCAaX BHYTPEHHEH W BHEIIHEU
TTOJIUTHKHY;

3) SKOHOMHYECKOU 3HAUMMOCTH, BbIPAXKAIOIIIEHCsA B OlleHKE BO3MOKHOTO IPUUNHEHUS
MpSIMOTO ¥ KOCBEHHOTO yimiepba cyObeKkTaM KpUTHYecKod WHGPOPMAIMOHHOMN
nHGpacTpyKTypsl U (m1n) 6ro/keram Poccutickoit Peneparum;

4) SKOJIOTUYECKOW 3HAUYMMOCTH, BBIPDAKAIOIIENCA B OIlEHKE YPOBHSI BO3JEHCTBUS Ha
OKPY>KaIOIIYIO CPENY;

5) B3HAUMMOCTH OOBEKTa KPUTUUYECKOH WHQOOPMAIMOHHOU HWHQOPACTPYKTYPHI IS
obecrieueHus1 000POHBI CTPAHBI, 6€30TIACHOCTU TOCYZIaPCTBA U MPABOIIOPSIKA.

3. YcraHaBIMBAIOTCA TPU KATETOPUM 3HAUYUMOCTH OOBEKTOB  KPUTHUYECKOU
UHPOPMALIMOHHON NH(PPACTPYKTYPHI - IEPBasi, BTOPasi U TPEThs.

4. CyObeKThl KpUTHUECKON HHGPOPMAIMOHHON HH@PPACTPYKTYPHl B COOTBETCTBHUU C
KPUTEpUSAMU 3HAYMMOCTH ¥ IIOKAa3aTeJIsIMH WX 3HAYEeHUH, a TakXKe IOPIIKOM
OCYIIIECTBJIEHUS KaTeTrOPUPOBAaHMUs IIPUCBAUBAIOT OJHY U3 KaTeropuil 3HAYUMOCTH
MpUHAJUIEXKAIUM MM Ha NpaBe COOCTBEHHOCTH, apeH/bl WJIM HHOM 3aKOHHOM
OCHOBaHUU 00BEKTAM KPUTUUECKOU UH(POPMAIIMOHHON HHPPACTPYKTYphl. Eciin 00BbeKT
KPUTUYECKOH WH(OOPMANMOHHOU WHQPACTPYKTYPhl HE COOTBETCTBYET KPUTEPUIM
3HAYMMOCTH, ITOKA3aTeJIAM 3THUX KPUTEPHUEB U UX 3HAUYEHUAM, €My He IIPUCBAaUBaETCs
HU OJ[HA U3 TAKUX KAaTETOPHU.

5. CBemeHusi 0 pe3yJybraTax MPHUCBOEHHUSA OOBEKTY KPUTUUECKONH HHGPOPMAIMOHHOMN
UHPACTPYKTYpPhl OAHOW U3 KaTerOpuid B3HAYUMOCTA JHUOO 00 OTCYyTCTBUHU



HeOOXOZMOCTU IIPHCBOEHUS €My OJTHOM U3 TaKUX KaTErOpUil CyOheKThl KPUTHUECKOH
MHGOPMAIIMOHHON MHQPACTPYKTYPhl B MUCbMEHHOM BHJIE B J€CATUHEBHBIM CPOK CO
JTHS IPUHATUS UMU COOTBETCTBYIOIIETO PEIIeHUs HANPABJIAIOT B de/lepayibHbIN OpraH
HCIIOJIHUTEJIBHOM BJIACTH, YIIOJHOMOUEHHBIH B oOsiacTu obecrnedyeHUss OE€3011aCHOCTH
KpUTUUEeCKOH uH@OpManuoHHON wuHOpacTpyKTypsl Poccutickoit ®epepanmu, 110
YTBEPKIEHHON UM dopMe.

6. ®enmepanbHBIA OpraH HCIOJHUTEJIbHON BJIACTH, YIIOJJHOMOUYEHHBIA B 00J1aCTH
obecrieueHusi 0e30MaCHOCTH KPUTHUECKON WHGOPMAIMOHHON WHQPPaCTPYKTYPhI
Poccuiickoit ®@eneparnuu, B TPUALATHAHEBHBIN CPOK CO JHA IOJIYYEHUS CBEJEHUI,
YKa3aHHbIX B YaCTU 5 HACTOAIIEH CTAaThH, IIPOBEPSET COOJIOZIEHNE IOPs/IKa
OCYIIIeCTBJIEHHS KATETOPUPOBAHUSA U ITPABUJIBHOCTD IIPUCBOEHUS 00BEKTY KPUTHIECKON
nHPOpManMOHHOU WHQPACTPYKTYPhl OJHOM U3 KaTeropuil 3HAYMMOCTU JIOO
HENPUCBOEHUS eMy HU OHOM M3 TAKUX KaTerOpUH.

7. B ciydae, eciu cyOBEKTOM KPUTUUECKOW WHGOPMAIMOHHOU HHQPPACTPYKTYPHI
co0JII0/IeH TIOPAAOK OCYIIEeCTBJIEHUSI KAaTETOPUPOBAHUA W IPUHAJJIEKAIEMy eMy Ha
mpase cOOCTBEHHOCTH, apEeH/IbI MJIM MHOM 3aKOHHOM OCHOBAHUU OOBEKTY KPUTHUECKOM
nHQOpPMaIMOHHOU WHQMPACTPYKTYpPhl IIPAaBUJIBHO IIPUCBOEHA OJ[HA U3 KaTeropuil
3HAUMMOCTH, (¢eJ/lepaJbHbIIl OpPraH WCIHOJHUTEJIbHOU BJIACTHU, YIIOJTHOMOUYEHHBIU B
obstactu obecrieyeHus Oe30ImacHOCTH KPUTUYECKOH MHDOPMaAIIMOHHOU
uHdpacTpykTypsl Poccuiickoit ®eziepanuy, BHOCUT CBEJAEHHA O TaKOM OOBEKTE
KPUTUYECKOH WHGOPMAIMOHHON HWHQPACTPYKTYPhl B PpEECTp 3HAYUMBIX OOBEKTOB
KpUTHUUYECKOM WH(OPMANMOHHON HHQMPACTPYKTYPhl, O UEM B JIECATHIHEBHBIA CPOK
yBeJloMIseTcsl CyObeKT KpUTHUECKOU HH(MOPMAITMOHHOU UH(MPACTPYKTYPHI.

8. B ciryuae, eciiu pesiepaibHBIM OPTaHOM UCIOJTHUTEIBHOU BJIACTH, YIIOJTHOMOYEHHBIM
B obnactu  obOecrieyeHHss  0e30MACHOCTH  KPUTUYECKOH  HHGOPMAIMOHHOMN
uHdpacTpykTypbl Poccuiickoii ®enepainuu, BbIABJE€Hbl HapylleHHs IOpAAKa
OCYIIIECTBJIEHUS KaTeropupoBaHUsA U (MIH) O0BEKTY KPUTHUYECKON HHGPOPMAIMOHHOMN
UHPPACTPYKTYPhI, MPHUHAJJIEKAIIEMY Ha IIpaBe COOCTBEHHOCTH, apeH/Ibl WIN WHOM
3aKOHHOM OCHOBAHUM CYOBEKTY KPUTHUECKOH WHOOPMAIMOHHOU HHQPACTPYKTYPHI,
HEMPAaBWJIBHO IPUCBOEHA O[HA M3 KATerOpUil 3HAYMMOCTH U (M) HeOOOCHOBAaHHO HE
MPUCBOEHA HU OJ[HA U3 TaKUX KaTeropul u (Wiu) cyOBEKTOM KPUTHYECKOH
vHQOpMAaIMOHHOU  WHQPACTPYKTyphl  Ipe/CTaBjeHbl  HemoyiHble U (Win)
HEJIOCTOBEPHbBIE CBEJIEHUS O pe3ysbTaTaX MPHUCBOEHUS TAKOMY OOBEKTY KPUTHUUYECKOM
“HQOPMAIMOHHOU WHQPACTPYKTYPhl OJHOM W3 KaTeropuid 3HAYUMOCTU JIOO 00
OTCYTCTBUU HEOOXOJUMOCTH NIPUCBOEHUS €My OJHOW U3 TaKUX KaTeropui,
(enepasnibHBI  OpraH WCIOJHUTEJBHON BJIACTH, YIIOJITHOMOUYEHHBIM B obJiacTu
obecrieueHnsi 06e30IaCHOCTH KPUTHUYECKOW WHGOPMAIMOHHON HWHQPACTPYKTYPhI
Poccuiickoii ®ezeparum, B IECATUJHEBHBIH CPOK CO JHA  IIOCTYIUIEHUS
IpEJ/ICTAaBJIEHHBIX CBEJEHUN BO3BpalljaeT UX B MHCBbMEHHOM BHJE CyOBEKTY
KPUTUYECKON NMHOOPMAIIMOHHOU HH(PPACTPYKTYPHI C MOTUBUPOBAaHHBIM 000CHOBAHHEM
MIPUYMH BO3BpaTa.

9. CyOBeKkT Kputmuyeckod WH(POPMAIMOHHON WHQPACTPYKTYPHI IOCE IOIyIeHUs
MOTHUBUPOBAaHHOTO OOOCHOBAaHUs IPUYMH BO3BpaTa CBeJIEHUU, YKAa3aHHBIX B YACTH 5
HACTOSAIIEN CTaThbU, He OoJiee 4eM B JECATHUIHEBHBIM CPOK yCTpaHsEeT OTMEYEHHBIE
HEJIOCTaTKU U TIOBTOPHO HANpaBjfAeT TakKue CBeJleHUs B deJlepaibHBIN Oprad
HCIIOJIHUTEJIPHON BJIACTH, YIIOJHOMOYEHHBIH B obJylactu obecrieueHus1 0GE30MMacHOCTH
KpUTHuueckon nHgopManmuoHHoN nuH@pactpykrypsl Poccutickoit ®enepanuu.

10. CBezmeHusi 006 OTCYTCTBUH HEOOXOAMMOCTU TPHUCBOEHUS OOBEKTY KPUTHUIECKOU
UHPOPMAIMOHHON WHQPACTPYKTYphl OJHOM M3 KaTeropuil 3HAUYMMOCTU IIOCIE HX
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MIPOBEPKU  HAIpAaBJAIOTCA  (deepaJibHBIM OpPraHOM  HCIIOJIHUTEJIBHON  BJIACTH,
VIOJIHOMOYEHHBIM B  obsyactu  obecmeyeHus:  O€30MACHOCTH  KPUTHUYECKOU
nHbopManmoHHON uHOpacTpyKTypsl Poccuiickoit ®@exeparuu, B rocyZapCTBEHHYIO
cucteMy  OOHapy:KeHHs, NOpeAylpeXJAeHUs U  JIUKBUAAIUU  IOCJIEACTBUMI
KOMITIBIOTEPHBIX aTak Ha nH(opManoHHbIe pecypchbl Poccutickoit @eneparun, o 4eM B
NeCATUHEBHBIM CPOK yBeIOMJIsIeTC CYOBEKT KpPUTHUYECKOW WH(GOPMAIMOHHON

UHDPaCTPYKTYPHI.

11. B coayuae HempezacTtaByiieHUsT CyOBEKTOM KPUTHUECKONW WHQOPMAIMOHHOU
UHDPaACTPYKTYPhI CBEJIEHU, YKAa3aHHBIX B YACTH 5 HACTOSAIIEN CTaThbH, de/iepaTbHBII
OpraH UCIIOJTHUTEJIbHON BJIACTH, YIIOJITHOMOYEHHBIH B obJslactd obecrieueHus
0e30MacHOCTH KPUTHYECKOH HWHGPOPMAIMOHHON WHMpPacTpyKTyphl Poccuiickoit
®enepaniiii, HAIIPABJISAET B aipec YKa3aHHOTO cyObeKkTa TpeOoOBaHUE O HEOOXOAUMOCTH
co0JTI0/IEHU S TTOJI0KEHUI HACTOAIIEN CTaThU.

12. Karteropusi 3HAQUMMOCTH, K KOTOPOU OTHECEH 3HAUYMMBIH OOBEKT KPUTHUECKOU
vHPOpManMOHHOU WHQPACTPYKTYphl, MOKeT OBITh U3MeHeHa B TOPSAJKe,
MIpelyCMOTPEHHOM JIJIsl KATETOPUPOBAHUS, B CJIEAYIONTUX CITyJasiX:

1) I0 MOTUBHUPOBAHHOMY pellleHUI0 (¢eZlepaIbHOTO OpraHa HCIIOJIHUTEIHHON BJIACTH,
VIOJTHOMOYEHHOTO B  obsacté  obOecrieueHHss  0e30MaCHOCTH  KPUTHUYECKOU
uHpopmanmoHHON UHGpACTpyKTYypbl Poccuiickoit ®enepanuu, MOTPUHATOMY IIO
pe3ysbTaTaM IMPOBEPKHU, IPOBEIEHHON B PaMKaxX OCYIIECTBJIEHHUSA TOCYAAapPCTBEHHOTO
KOHTpPOJISA B o0s1acTu obeciiedeHUsi O€30MMaCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHUYECKOU
UH(POPMAMOHHON NH(PPACTPYKTYPHI;

2) B CJlydae W3MEHEHHS B3HAUYMMOIO OO0BeKTa KPUTHYECKOH WH(MOPMAIMOHHON
UHPPACTPYKTYPhI, B pe3yJibTaTe KOTOPOTO TaKOW OOBEKT IepecTajl COOTBETCTBOBATH
KPUTEpUAM 3HAUMMOCTH U IMOKAa3aTesAM HX 3HAUYEeHUH, Ha OCHOBAHUU KOTOPBIX €My
ObLIa IPHCBOEHA OIpe/iesIeHHAs KaTeropus 3HaYUMOCTH;

3) B CBA3W C JIMKBUJAIWEH, peopraHusanueil cy0ObeKTa KPUTHUUYECKOU
nHQOpMaMOHHOU WHQPPACTPYKTYpPhl U (WJIM) H3MEHEHHEM €ro OpraHU3aI[MOHHO-
MPaBOBO (HOPMBI, B pe3yJibTaTe KOTOPHIX ObLIU U3MEHEHBI JIN0O yTpaueHbl MPU3HAKHU
cyObeKTa KpUTHIECKON HH(POPMAITMOHHOU NHPPACTPYKTYPBHIL.

CtaTtbsa 8. PeecTp 3Ha4YMMbIX O6BHEKTOB KPpUTUYECKOMU UHC(pOPMaLIMOHHOMN
uHbpacTPyKTypbI

1. B memax yyera 3HAUMMBIX OOBEKTOB KPUTUYECKOW WHOOPMAIMOHHOU
nHGPacTpyKTYphl defiepasibHbI OpraH UCHOJTHUTEIBHOU BJIACTH, YIIOJTHOMOUYEHHBIN B
obiactu obecnieueHus 6e30macHOCTH KPUTHUYECKOM MHOPMALIMOHHOU
uHdpacTpykTypsl Poccuiickoii ®eneparnuu, BeJeT PEECTP B3HAUYUMBIX OOBEKTOB
KpUTHUYECKOU MH(POPMAMOHHON MHMPACTPYKTYPhl B YCTAaHOBJIEHHOM UM IOpsiake. B
JIAHHBIN peecTp BHOCATCA CJIeAYIOIUE CBEJeHU:

1) HaWMEeHOBaHWE  3HAUMMOTO OOBEKTa  KPUTUYECKONM  WHOOPMAIMOHHOUN
UHQPACTPYKTYPHI;

2) HaMeHOBaHUe Cy0ObeKTa KpUTHUeCcKOoU HHGOPMAIMOHHON NHMPACTPYKTYPHI;

3) cBeleHUsI O B3aUMOJIEHCTBUHM 3HAUMMOIO 0ObeKTa KPUTHYECKOU HHGPOPMAIMOHHOMN
UHQPACTPYKTYPHI U ceTel 3JIEKTPOCBA3Y;
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4) CBeeHHsA O JINIe, OKCIUIyaTUPYIOIIEM 3HAYUMBIA OOBEKT KPHUTHUYECKOH
UHOPMAIMOHHOU HH(PPACTPYKTYPHI;

5) KaTeropus 3HAYMMOCTH, KOTOpas HPHCBOEHA 3HAYMMOMY OOBEKTY KPUTHUECKOU
MHOOPMAIIMOHHON HH(PPACTPYKTYPHI;

6) cBeZleHUs O IPOTPAMMHBIX U IIPOTPAaMMHO-aNIapaTHBIX CPEJICTBAX, UCIIOJIH3YEMBIX
Ha 3HAYUMOM O0BbeKTe KPUTHUECKON HHGOPMAITMOHHON HHPPACTPYKTYPHI;

7) Mepbl, IpUMeHseMble Ui o0ecredyeHUs Oe30MaCHOCTH 3HAYUMOTO O00BeKTa
KPUTUUECKON NHOOPMAIMOHHOU UHPPACTPYKTYPHI.

2. CBezmeHHs U3 peecTpa 3HAUMMBIX OOBEKTOB KPUTHUYECKOU WHQPOPMAIMOHHOU
UHQPACTPYKTYpPhl HAMNpPaBJAITCA B TOCYJAPCTBEHHYIO CHCTeMy OOHapy»KeHUs,
NpeAynpexAeHUus W  JIUKBUJAIMU  [OCJEACTBUH  KOMIIBIOTEPHBIX aTaK  Ha
nHbOpMaIoHHbIe pecypchl Poccuiickoit ®eneparuu.

3. B cimyuae yrparel 3HAUYUMBIM OOBEKTOM KPUTUUECKOH HWHGPOPMAIMOHHOMN
UHQPACTPYKTYPhl KaTerOpuu 3HAUKMMOCTU OH HCKJIouaeTcs denepasbHBIM OPraHOM
HCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B OOJsiacTu obecrieueHUs O€30MacCHOCTH
KpUTHYeckol wuHPOpMaIuoHHON uHPpacTpykTypsl Poccuiickoii ®enepanuu, us
peecTpa 3HAUMMbBIX 00BEKTOB KPUTHUECKOU HH(POPMAITMOHHON HH(PPACTPYKTYPHIL.

CraTtbsa 9. NMpaBa n 06543aHHOCTN CYOHLEKTOB KPUTUYECKON MHPOPMaALMOHHOWN

MHPACTPYKTYPbI
1. CyObeKThbl KpUTHUUecKol nHGOPMAIMOHHON NHPPACTPYKTYPhl UMEIOT IPABO:

1) TOJIyJaTh OT (peiepasIbHOTO OpraHa HMCIIOJIHUTEIHLHON BJIACTH, YIIOJTHOMOYEHHOTO B
obstactu obecrieyeHUs Oe30ImacHOCTH KPUTUYECKOH MHDOPMaAIMOHHOU
uHdpactpyktypbl Poccuiickonr ®epeparuu, uHGOpPMANNO, HEOOXOAUMYIO JIJIA
obecrieueHusi 6€30MACHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOH HHGPOPMAIMOHHOMN
MHQPPACTPYKTYPHI, IPUHAJJIEKAIINX UM Ha MpaBe COOCTBEHHOCTH, apeHbl WA HHOM
3aKOHHOM OCHOBaHWU, B TOM 4HcJIe 00 yrposax Oe3omacHocTu oOpabaThiBaeMoit
TaKUMH OOBeKTaMH WHGOPMAIUU U YSI3BUMOCTH IPOTPAMMHOIO O0OecIieueHusl,
000pyIOBaHUSA U TEXHOJIOTHH, UCIIOJIb3yEMbIX Ha TAKUX 00BEKTAX;

2) B TOpsAAKE, YCTAaHOBJIIEHHOM ¢e/lepaIbHBIM OpPTaHOM WCIIOJIHUTEJIPHON BJIACTH,
YIOJIHOMOYEHHBIM B obOsyactu obecneueHusi (PYHKIIMOHHPOBAHUS TOCYAAPCTBEHHOMN
cucteMbl  OOHapy»KeHUs, TMpeAynpeXJeHus U  JIMKBUJAIUU  IOCJIeACTBUU
KOMIBIOTEPHBIX aTak Ha wuHGOpManuoHHble pecypchl Poccuiickoit Penepanuu,
IIOJIy4aTh OT YKa3aHHOI'O opraHa WH@OpMAIUIO O CPeZCTBaX U crocobax IMpoBeeHUs
KOMITBIOTEPHBIX aTaK, a TAKIKE O METO/aX UX MPeAyIPeK/IeHUs U OOHAPYKEHUS;

3) TpU HAINYUU comIacusa (elepasibHOTO OpraHa WCIOJHUTEIbHOW BJIACTH,
YIIOJITHOMOYEHHBIM B o0siactu obecrieueHusi (PYHKIIMOHMPOBAHUS TOCYAAapPCTBEHHOMN
CUCTEMBbI  OOHApy)KeHUs, UpEeAyNpPEeXAeHUs U  JIMKBUJAIUU  IOCJIEJICTBUI
KOMITIBIOTEPHBIX aTak Ha nH(opMaIoHHbIe pecypchbl Poccutickoit ®enepariuu, 3a CBOi
cuer mpuobOperaTh, AapeH/IOBAaTh, YCTAHABJMBATh U OOCIYy>KHUBAaTh CPEJCTBA,
npeHa3HaYeHHbIE /IJIsT OOHADYKEeHUs, IPEAYIPEKIeHUA U JUKBUIAIUU TTOC/IE/ICTBUI
KOMIIBIOTEPHBIX aTaK U pearupoOBaHUA Ha KOMIIbIOTEPHbIE HHIIUIEHTHI;

4) paspabaTbiBaThb U OCYIIECTBJIATh MEPOIPHUATHS II0 OOecledyeHUI0 0e30MMacHOCTU
3HAYMMOT0 00hEKTa KPUTHUYECKON HHGPOPMAITMOHHON NHPPACTPYKTYPHI.

2. CyO'peKThl KpUTUUECKOU NHDOPMALIMOHHOU UH(PPACTPYKTYPHI 003aHbI:



1) He3aMeJUIUTeJIbHO UH(POPMUPOBATh O KOMIIBIOTEPHBIX HMHIHIEHTaX (enepasbHbIN
OpraH WCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHBIH B oOsacTu obecreyeHUs
(PyHKIIMOHUPOBAHUSA TOCY/IAPCTBEHHOU cucTeMbl OOHAPY:KEHUs, MPeAyNpeXRIeHUus U
JIMKBUJIAIUN TIOCJIEJICTBUN KOMIIBIOTEDHBIX aTak Ha HWHGOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®enepanun, a takke lleHTpanpHblii O0aHk Poccuiickonn ®enmepanuu (B
caydae, ecau  CyObeKT  KPUTHUYECKOW  HWHGPOPMAIMOHHON  HUHQPACTPYKTYPhI
OCYIIIECTBJISAET JEATEeJIHbHOCTh B OAHKOBCKOU cdepe M B UHBIX cdepax (HUHAHCOBOTO
pbIHKA) B YCTAaHOBJIEHHOM YKa3aHHBIM (pelepayibHBIM OpPraHOM HCIIOJIHUTETbHON
BjacTu mnopsake (B 6aHKOBCKOU cdepe u B MHBIX cdepax (UHAHCOBOTO PHIHKA
YKa3aHHBIN TOPSAFOK yCTAaHABJIWBAETCA IO COIJIACOBaHUIO ¢ lleHTpasbHBIM OaHKOM
Poccuiickoit ®eneparum);

2) OKasplBaTh COAEUCTBHE JIOJDKHOCTHBIM  JuIlaM  (delaepaJibHOTO  OpraHa
HUCIIOJIHUTEIBHOMN BJIACTH, YIIOJTHOMOYEHHOTO B obJs1actu obecrieueHusA
(bYyHKIIMOHUPOBAHHA TOCYTaPCTBEHHON CHCTEMBI OOHAPY:KEHUS, MPEAYNPEKIECHUA U
JIMKBUJIAIUM TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTaK Ha WH(GOPMAIMOHHBIE PeECypChI
Poccuiickoii ®epeparnuu, B OOHApYKEHUM, NPEAyNPEKIAEHUU ¢ JUKBUJAIUU
MTOC/IEAICTBUHM KOMITBIOTEPHBIX aTaK, YCTAHOBJIEHUH IIPUYHH U YCIOBUH BO3HUKHOBEHUS
KOMITBIOTEPHBIX HHIIH/IEHTOB;

3) B CJIy4yae yCTaHOBKH Ha 00BEKTAX KPUTHIECKON MHGPOPMAIMOHHON HH(PPACTPYKTYPhI
CPEACTB, Ipe/IHA3HAYEHHBIX JJi OOHApYy:KeHWsA, MPeAyIlpekAeHUs U JINKBUIAIUN
MOC/IEAICTBUN KOMIBIOTEPHBIX aTaK M PeardupoBaHUSA HA KOMIIbIOTEPHbIE WHIIUIAEHTHI,
obecrieynBaTh  BBINOJIHEHUE TOPSAAKA, TEXHUYECKUX VCJIOBUH YCTAaHOBKU U
SKCIUTyaTallu¥ TaKUX CPE/ICTB, UX COXPAHHOCTD.

3. CyOBbekThl KpUTHYecKod nHGPOPMAIMOHHON MHQPACTPYKTYPhl, KOTOPBIM Ha IIpaBe
COOCTBEHHOCTH, apeH/Ibl WJIM WHOM 3aKOHHOM OCHOBAaHUU IPUHA/JIEKAT 3HAUYUMbIE
00BEKTBhI KPUTUUECKOU MH(POPMAITMOHHOU UHMPACTPYKTYPHI, HAPAJY C BBIIIOJTHEHUEM
00s13aHHOCTEH, TPeAYCMOTPEHHBIX YACTBIO 2 HACTOSAIIEH CTaThH, TAKIKE 00SA3aHBI:

1) cobsromath TpeOOBaHUA IO OOecIedYeHUI0 OEe30MMACHOCTH 3HAYUMBIX OOBEKTOB
KpUTUUEeCKO HHGOPMAIMOHHON WHQPACTPYKTYpPbl, yCTaHOBJIEHHbIE (e/lepaIbHbIM
OpPTraHOM UCIOJHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00acTH obecreueHus
0e30mMacHOCTH  KPUTHYECKOW WHGPOPMAIMOHHON UHPPaACTpyKTyphl Poccuiickoit
DQenepanuuy;

2) BBINOJHATH MPEANUCAHUS  JIOJDKHOCTHBIX  JIMI[  (pefepasibHOTO  OpraHa
HCIIOJIHUTEJIPHOUN BJIACTH, YIIOJITHOMOYEHHOTO B 00j1acTH oOecrieyeHus 0E€30MacHOCTH
KpUTHYECKOH WHGOPMAMOHHON uHpacTpykTypsl Poccuiickoit ®eneparmuu, 06
yCTPAHEHUU HApYyIIEHUA B 4YacTU CoOofeHuss TpebOBaHUU M0 OOecredeHuto
0€30I1aCHOCTH 3HAYNMOTO 00BEKTA KPUTUUECKON MHGPOPMAMOHHON NHMPACTPYKTYPHI,
BBIJIAaHHBIE STUMU JIUI]AMHU B COOTBETCTBUU CO CBOEH KOMIIETEHITHEH;

3) pearupoBaTb Ha KOMIIBIOTEPHbIE WHIUAEHTHI B TOPSAKE, YTBEPKIEHHOM
(enepasbHBIM OpraHOM HCIOJHUTEJIHHON BJIACTH, YIIOJTHOMOUYEHHBIM B 0OJIacTH
obecrieuenusi (GYHKIIMOHUPOBAHUS  TOCYIaPCTBEHHOM  CHUCTEMBbI OOHApy:KEHHU,
NpeaynpexxAeHuss ¢ JIMKBUJAIMM  [OCJEACTBUN  KOMIIBIOTEPHBIX aTak  Ha
nHdopmanoHHble pecypchl Poccuiickoit ®epepanuu, NOPUHUMATh MeEPHI IO
JIMKBUJIAIUM TIOCJEJCTBUN KOMIBIOTEPHBIX aTaK, IPOBEJEHHBIX B OTHOIIEHUU
3HAYMMbBIX O0BEKTOB KPUTHUYECKOH HH(POPMAITMOHHON HHPPACTPYKTYPHI;

4) obecrieynBaTh OEeCHPENATCTBEHHBIN JIOCTYN JOJDKHOCTHBIM JIMIaM (heriepasbHOTO
opraHa WUCIIOJIHUTEJIbHON BJIaCTH, YIOJHOMOYEHHOTO B o0Osactu obecrieueHUs
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0e30IIaCHOCTH KPHUTHUYECKOH WHGOPMAIIMOHHON HWHMpPaACTPyKTyphl Poccuiickoi
deneparuu, K 3HAUHUMBIM o0BeKTaM KPUTHUYECKOHN HHGOPMAIIMOHHOU
UHOPACTPYKTYPhI IIPU peau3anuyd STUMU JIUIAMH ITOJTHOMOYUH, MPeyCMOTPEHHBIX
craTthed 13 HacroAnero ®egepaJbHOTO 3aKOHA.

Cratba 10. Cuctema 6e30nacHOCTU 3HAYUMOrO OO bEKTa KPUTUHECKOMN
MH(OPMaLMOHHON UH(PPACTPYKTYPbI

1. B memax obOecnieueHuss 6e30MaCHOCTH 3HAYMMOTO OOBEKTAa KPUTHYECKOU
UHQOPMAIIMOHHOU WHQMPACTPYKTYPhl CYOBEKT KPUTHUUECKONH HHGOPMAIMOHHON
UHDPaACTPYKTYPHI B COOTBETCTBUH C TPEOOBAHHUAMHU K CO3IAHHIO CHCTEM OE30ITaCHOCTH
TaknX OOBEKTOB U obecneueHNI0 uX (GYHKIMOHUPOBAHUSA, YTBEPIKAEHHBIMU
(I)eﬂepaJIBHbIM OpraHom HUCIIOJTHUTEILHOM BJIaCTH, YIIOJTHOMOYEHHBIM B obOJstactTu
obecrieueHusi 0e30MaCHOCTH KPUTHUECKONW WHQOOPMANMOHHONU WHQPPACTPYKTYPhI
Poccuiickoii ®epepamuu, co3maeT CUCTEMY O€30MMaCHOCTH TakKoro OOBeKTa |
obecrieunBaeT ee (PyHKIIMOHHPOBAHHUE.

2. OCHOBHBIMH 33JI1a4aMU CUCTEMbI 0€30MaCHOCTH 3HAYMMOTO O0BEKTa KPUTHYECKOU
nHGOPMaAIMOHHON UH(PPACTPYKTYPHI ABJISAIOTCA:

1) mpeAOTBpallleHNe HEeIPaBOMEPHOTO JOCTyma K HWHOpManuu, obOpabaThiBaeMOu
3HAUYUMBIM  OOBEKTOM  KpPUTHUYeCKOW  HHGPOPMAUMOHHOH  MHQPACTPYKTYPHI,
VHUYTOXKEHUS Takod uHbopManuu, ee MOAUDUIUPOBAHUSA, OJOKUPOBAHMUSA,
KOTIIMPOBAHUS, MIPEIOCTABJIEHNUA U PACIIPOCTPAHEHUs, a TaKKe MHBIX HEIIPABOMEPHBIX
JIeICTBUI B OTHOILIIEHUHU TaKOU UH(MOpMaIUu;

2) HeJIOIyIlleHe BO3/IENCTBUSA HAa TEXHUUYECKHE CPeACTBa 00pabOTKu WH(GOpPMAIINH, B
pe3ysibTaTe  KOTOPOTO  MOXKeT ObITh  HapymeHo u  (Wwim)  [peKparieHo
(dyHKIMOHUpOBaHWE  3HAYUMOTO  O0BEKTa  KPUTHYECKOH  WHGPOPMAIMOHHOMN

UHQPPaACTPYKTYPHI;

3) BoccraHOBJIeHVWE (YHKIIMOHHUPDOBAHUS 3HAYMMOTO OOBEKTa KPUTHUUECKOU
nHOpMaMOHHOU HH(PPACTPYKTYPHI, 00€CIIEINBAEMOTO B TOM YHCJIE 32 CYET CO37aHUS
U XpaHeHUs pe3epBHBIX KOMUU HE0OX0AUMOH /1J11 3TOT0 MHMOpMAaIUK;

4) HeNpephIBHOE B3aWMOJIEHCTBUE C TOCY/JAPCTBEHHOU CHCTEMON OOHaApy>KeHUs,
NpeynpexJeHus W JIMKBUJAIIMU  TOCJEJCTBUA  KOMIBIOTEDHBIX aTak Ha
nHdopMannoHHble pecypchl Poccuiickoit Pesepanuu.

Cratbs 11. TpeboBaHMA Nno ob6ecrneyeHno 6€30MacHOCTN 3HAYMMbIX OOBLEKTOB
KPpUTUYECKON MH(PpOPMaLIMOHHON UH(PACTPYKTYpPbI

1. TpeboBanusa mo obecrieueHUI0 0E30MACHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOU
UHPOPMAUMOHHON WHQPACTPYKTYpPhl, YCTaHaBJIUBaeMble QdefepaIbHBIM OpPTraHOM
WCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B OOJsiacTu obecrieueHUs: O€30MMaCHOCTH
KpuTUUeckol  uHGOpMaIMOHHON  uH@pacTpykTypbl  Poccuiickoii  ®eneparuy,
nubdepeHIUPYIOTCA B 3aBUCUMOCTH OT KATErOPUM 3HAYUMOCTH  OOBEKTOB
KPUTUYECKOH WHQMOPMANMOHHOW HWHQMPACTPYKTYphl U STUMH TpeOOBaHUIMU
TpeJlyCMaTPUBAIOTCS:

1) IUTaHUpOBaHHWE, Pa3pabOTKa, COBEPIIEHCTBOBAaHHE U OCYINECTBJIEHUE BHEIPEHUS
MEPOIPHUATHH 110 oOecliedeHHI0 Oe30IaCHOCTH 3HAYHMMBIX OOBEKTOB KPUTHYECKOU
nHPOPMaAMOHHON NH(PPACTPYKTYPHI;

2) MPUHATHE OPTraHU3AIMOHHBIX U TEXHUUYECKUX Mep A oOecrieueHuss 6€30MMacHOCTH
3HAYMMbBIX 00BEKTOB KPUTHYECKOH HH(POPMAITMOHHON NHPPACTPYKTYPHI;
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3) YyCTaHOBJIEHHE IIapaMeTPOB M XapaKTEPHUCTUK IPOTPAMMHBIX U IPOTPAMMHO-
allmapaTHBIX CPEJICTB, IMPUMEHSEMBIX JJjIA oOecriedeHuss 0e30MacCHOCTH 3HAUYMMBIX
00'bEKTOB KPUTUUECKOU NMHPOPMAITMOHHOU HH(PPACTPYKTYPHI.

2. TocymapcTBeHHble OpraHbl U POCCHHCKHE IOPUIMYECKUE JINIA, BBIIOJIHAIOIINE
dyHKIMY 110 pa3paboTKe, IPOBEIEHUIO UIH PEATU3aUU TOCYAaPCTBEHHON OJIUTUKYU U
(um)  HOPMATHBHO-IIPABOBOMY  DETYJIMPOBAHUIO B YCTAaHOBJIEHHOW  cdepe
JeATeIbHOCTH, 10 COIVIAaCOBAHUIO ¢ (de/lepaIbHBIM OPTaHOM HCIIOJIHUTEJIbHOHN BJIACTH,
VIOJTHOMOYEHHBIM B  obOslactu  obecrneueHHss  0e30MACHOCTH  KPUTHUYECKOU
nHbOpMaMOHHON MHOpACTPYKTYphl Poccuiickoit ®enmepanuu, MOTYT yCTaHABIUBATH
JOTIOJIHUTEJIbHBIE TpeOOBaHUA MO obecrieueHri0 06e30IacHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKONH WHQOPMAIMOHHOU HWHQPACTPYKTYphI, COZep:Kalie OCOOEHHOCTH
(pyHKIIMOHUPOBAHUA TAKUX OOBEKTOB B YCTAHOBJIEHHOH cdepe eATeTbHOCTH.

CraTtba 12. OueHka 6e30MacHOCTU KpUTUYECKOU MHPOPMaLMOHHOWN
MHPaACTPYKTYpbI

1. Onenka 06e30MacHOCTH KPUTHYECKOW WHOOPMAIMOHHONW WHPPACTPYKTYPHI
ocytecTBiseTcsa denepaTbHbBIM OPraHOM HUCIOJHUTEIbHON BJIACTH, YIIOJTHOMOUYEHHBIM
B obOsactu  obecrnieueHuss  (QYHKIUOHUPOBAHUA  TOCYAAPCTBEHHOH  CHUCTEMBI
obHapy»keHUsl, TIpeyIpexRAeHUs U JIUKBUAAIUN IIOCJIEICTBUY KOMIIBIOTEPHBIX aTak Ha
uHpopManmoHHble pecypcbl Poccuiickoit ®eneparuu, B I1eJAX IPOTHO3UPOBAHUA
BO3HUKHOBEHHUS BO3MOXKHBIX YTPO3 0€30IaCHOCTH KPUTHYECKOW WHGOPMAIMOHHOMN
MHPPACTPYKTYPHl U  BBIPAOOTKM Mep II0 IOBBIIIEHUIO YCTOMYUBOCTH €€
(pyHKIIMOHUPOBaHUA NIPU NPOBEJEHUN B OTHOIIIEHUM €€ KOMIIbIOTEPHBIX aTaK.

2. Ilpu ocymiecTBIeHUN OIEHKH 0e30IacHOCTH KPUTHYECKOW WHGOPMAIMOHHOMN
UHQPACTPYKTYPHI IPOBOJIUTCSA aHAIUS:

1) JIaHHBIX, IIOJy4aeMbIX IIPU WCIIOJIB30BAHUU CPEJCTB, IpPEJHA3HAYEHHBIX JJIA
oOHapy:KeHUs, IPeIYNPEKIEHU U JINKBUAAINH TOCIEJCTBUNA KOMIIBIOTEPHBIX aTaK U
pearupoBaHus Ha KOMIIBIOTEPHBIE UHIIU/IEHTHI, B TOM 4HcjIe HHPOPMaluy O HAINYUU B
CETAX BJIEKTPOCBA3U, HMCIOJb3YyEeMbIX JIJII OPraHU3alii B3aWMOJIENCTBUS OOBEKTOB
KpUTHYeCKOU UH(POPMALIMOHHON NH(PPACTPYKTYPHI, IPU3HAKOB KOMIIBIOTEPHBIX aTaK;

2) wuHpOpPMAIUH, MPEACTABIAEMON CyOBEKTaMU KPUTUUYECKOH WHQOPMAIMOHHOU
UHPPACTPyKTYyppl U denepajbHBIM  OPraHOM  HCIOJHUTEJIBHOU  BJIACTH,
VIOJTHOMOYEHHBIM B obOslactu  obecrneyeHHsi  0€30MACHOCTH  KPUTUYECKOU
nHopmannoHHoU uHpacTpyKTyphl Poccuiickoii ®eneparyu, B COOTBETCTBUH C
nepeuHeM HHQOpManuu U B IOPAJKe, OmpeAeaseMbIMU denepaTbHBIM OpPraHOM
HCIIOJIHUTEJIbHOM  BJIaCTH,  YIOJIHOMOYEHHBIM B obOsactu  oleclieueHUs
(pyHKIMOHUPOBAHUA TOCYIAPCTBEHHOUN CHCTEMBI OOHApY:KEeHUs, MPEAYNPEXAECHUA U
JIMKBUJIAIUM TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®eneparnuu, a TakKe MHBIMH He SBJISIOIINMHUCH CyObEKTaMU KPUTUUECKOU
HHQOPMAaIMOHHOU WHQPACTPYKTYpbl OpraHaMHM U OpraHU3alUAMU, B TOM UHCIE
WHOCTPAHHBIMU U MEK/IyHapOAHBIMU;

3) CBeleHUU, TPEACTABIsEeMBbIX B TOCYJApCTBEHHYI0 CHUCTEMY OOHapy»KeHUH,
MpEeAyNpERAEHUSI W JIMKBUAAIUUA  TOCJEAICTBUH  KOMIIBIOTEPHBIX aTakK  Ha
nHopManmoHHble pecypchl Poccuiickoit ®enepanpii MO0 UTOraM IPOBEJIEHUS
TOCYIaPCTBEHHOTO KOHTpPOJIA B oOsacTu obecredeHUs 0Oe30MACHOCTH 3HAYUMBIX
OOBEKTOB KPUTHYECKOH WHGOPMAIIMOHHONH WHQPPACTPYKTYPhl, O HapYIIeHUU
TpebOBaHUU 1O oOeclieueHUI0 0e30IaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUUYECKOU
nHOpManMOHHOU UHGPACTPYKTYPHI, B pe3yJIbTaTe KOTOPOTO CO3AAI0TCS IPEAIIOChLIKI
BO3HUKHOBEHUSI KOMIIBIOTEPHBIX UHITUIEHTOB;



4) uHOU MHGOPMAIUH, ITOJIyIaeMoi (deiepaIbHBIM OPIaHOM HCIIOJTHUTEIHHOU BJIACTH,
YIIOJTHOMOUYEHHBIM B obsacTu obGecrieyeHus (YHKIIMOHUPOBAHUS TOCYJAapCTBEHHOM
cucreMbl  OOHApyKeHUs, TpeNyNpeXKAeHUs U  JIMKBUJAIUH  IOCJIEJICTBUI
KOMIIBIOTEPHBIX aTak Ha WHMOpMAIMOHHbIE pecypchl Poccuiickori ®eneparuu, B
COOTBETCTBUU C 3aKOHOJIaTeTLCTBOM Poccuiickoit ®enepanmu.

3. [I1a peayim3anyuy MoJIOKeHUH, IPEyCMOTPEHHBIX YaCTsAMU 1 U 2 HACTOSAIIEH CTaThH,
(denmepanbHBIH OpraH WCIOJHUTEJILHOW BJIaCTH, VIIOJITHOMOYEHHBIH B obJacTu
obecrieuenusi (GYHKIMOHUPOBAHUS  TOCYyIAPCTBEHHON  CcHCTeMBl OOHapy»KeHUs,
MpeyNpexXaeHuss W  JIMKBUJAIIMU  TOCJIEICTBUA  KOMIIBIOTEDHBIX  aTaKk  Ha
nHopManmoHHble pecypchl Poccuiickoit ®enepamuu, OpraHU3yeT YCTAHOBKY B CETAX
BJIEKTPOCBS3HM, HCIIOJIb3YEMBIX JJIsi OpPTraHU3aIlldM B3aHMMOJEWUCTBUA OOBEKTOB
KPUTUYECKOH HMHGOPMAIMOHHON HHQPACTPYKTYPHI, CPEACTB, NMpeaHA3HAUYEHHBIX JJIS
MOKCKA TPU3HAKOB KOMITBIOTEPHBIX aTaK B TAKUX CETAX 3JIEKTPOCBA3H.

4. B nensax pa3paboTKu Mep II0 COBepIIEHCTBOBAHUIO 0e30IIaCHOCTH KPUTUYECKOU
nHOopManOHHOU MHOPACTPYKTYPH! (ejlepasbHbIN OpPTaH HCIIOJIHUTEIHHON BJIACTH,
YIOJTHOMOYEHHBIH B o0OsiacTu obOecrieueHus (PYHKIIMOHUPOBAHUSA TOCYJAapCTBEHHOU
CHUCTeMBbl  OOHApy:KeHUs, NpeAyNpeXJAeHUs U  JIMKBUJAUUU  IIOCJIEJICTBUI
KOMIIBIOTEDHBIX aTak Ha wuHOpMallMOHHbIe pecypchl Poccuiickoit ®@enepanuy,
HampasysfeT B (efepayibHbIM OpraH HCIOJHUTEJIbHOU BJIACTH, YIIOJHOMOUYEHHBIU B
obsractu obecrieueHus 6e3omacHOCTH KPUTHUYECKOHN MHOPMAIIMIOHHOU
uH@pacTpykTypbl Poccuiickoii ®enepanuu, pesyabTaThl OCYIIECTBJIEHUA OIeHKU
0e30MMacHOCTH KPUTHYECKOH HH(GOPMAITMOHHON HHPPACTPYKTYPHI.

CraTtba 13. locyaapcTBeHHbIN KOHTPONb B obnactn obecnevyeHnss 6ezonacHocTu
3Ha4YUMbIX 0OBEKTOB KpUTUYECKOU MHPOPMaLMOHHON MHPACTPYKTYPbI

1. T'ocymapcTBeHHBI KOHTPOJIb B oOsactu obecmeyeHus: 0GE30MACHOCTH 3HAYHUMBIX
00BEKTOB KPUTUYECKOU WH(POPMAIMOHHON HHQPACTPYKTYPhl IIPOBOAUTCS B IEJIAX
MIPOBEPKU co0JTo/ieHus cyObeKTaMu KPUTHUYECKOU UH(POPMALIMIOHHON
MHOPACTPYKTYPHI, KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apeH]Ibl WU WHOM 3aKOHHOM
OCHOBAaHUM TPUHAJJIEKAT 3HAYUMbIE OOBEKTHI KPUTUYECKOW WHGOPMAIMOHHOMN
UHQPACTPYKTYPHhI, TpeOOBaHUM, yCTAaHOBJIEHHBIX HacTOAIUM PeiepasibHbIM 3aKOHOM U
NPUHATBIMHA B COOTBETCTBUM ¢ HUM HOPMAaTUBHBIMM NPAaBOBBIMU AKTaAMH. YKa3aHHBIN
rOCy/IapCTBEHHBI KOHTPOJIb IIPOBOJUTCA IIyTEM OCYIUIECTBIIEHUA (QefepasibHbIM
OpPTraHOM HCIOJHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00acTH obecreueHus
0€30IIaCHOCTH  KPUTHYECKON WHGPOPMANHOHHON HWH@pPACTpyKTypbl Poccuiickoi
®enepaniny, IJIAHOBBIX WY BHEIJIAHOBBIX IIPOBEPOK.

2. OcHOBaHUEM /Ji OCYIIeCTBJIEHUS IJIAHOBOU NPOBEPKU fABJIAETCA HUCTeUEeHUe Tpex
JIET CO THA:

1) BHECEHUS CBeJIeHU 00 00beKTe KPUTHIECKON NH(POPMAITMOHHON HHPPACTPYKTYPHI B
peecTp 3HAUYUMBIX 00BEKTOB KPUTHIECKON HH(POPMAIIMOHHON HHPPACTPYKTYPHI;

2) OKOHYAHUS OCYIIECTBJIEHUs IIOCJIeJTHEH IUIAHOBOM IIPOBEPKH B OTHOIIEHUHU
3HAUMMOT0 00'beKTa KpUTHUECKOU HHPOPMAITMOHHON NHOPACTPYKTYPHI.

3. OcHoBaHueM JJIA OCYIIECTBJICHUA BHEILJIAHOBOU IIPOBEPKU ABJIACTCA:

1) HCTeYeHHEe CPOKA BBIMIOJHEHUS CYOBEKTOM KPHUTHUYECKOH WHOOPMAIMOHHOU
UHPPACTPYKTYPhl BBIIAHHOTO (eepabHBIM OpPraHOM HCIIOJTHUTEIBHON BJIACTH,
YIOJTHOMOYEHHBIM B obOslacTu  obecrieyeHusi  0€30MACHOCTH  KPUTHUYECKOU
nHdopmanmoHHOU uH@pPacTpykTypbl Poccuiickoii ®eneparum, npeanucaHus o0
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yCTpAaHEHHUU BBISBJIEHHOTO HapyIIeHUs TpeOOBaHWU 1O obeclieueHUI0 0e30TacHOCTU
3HAYMMBbBIX 00BEKTOB KPUTHUYECKOH HH(POPMAITMOHHON NHMPACTPYKTYPHI;

2) BO3HHMKHOBEHHE KOMIIBIOTEPHOTI'O HWHIIUACHTA, IIOBJIEKIIIETO HeraTuBHbBIE
IIociaeancresusd, Ha 3HAaYNMOM 00BEKTE KpHTquCKOﬁ HH(bOpMaHHOHHOﬁ

UHDPaACTPYKTYPHI;

3) mpukas (pacmopspKeHHe) PYKOBOJHTENA (e/lepaIbHOTO OpraHa HCIIOJTHUTEIbHOMN
BJIACTH, YIIOJTHOMOYEHHOTO B o0jacTé obecreueHus 0e30IacCHOCTH KPHUTHUYECKOH
nHOpPMallMOHHON  HWHQPaAcCTPyKTyphl  Poccuiickoir ®eneparuu, U3JIAHHBIA B
cooTBeTcTBUU ¢ mopyueHueM IIpesusmenta Poccuiickort ®enmepanyu  wiu
[IpaBuTenbcTBa Poccuiickoit @esepanuu b0 Ha OCHOBAaHUHU TPEOOBAHUSA MPOKypoOpa
00 OCyIIecTBJICHUM BHEIUIAHOBOW IIPOBEPKM B paMKaxX IIPOBEJIEHUs Ha/A30pa 3a
HCIIOJTHEHUEM 3aKOHOB IO IOCTYIHBIIMM B OpPTaHbl MPOKypaTypbl MarephajaM U
oOpalleHusIM.

4. Ilo wToramM IUIaHOBOM WJIM BHEIUIAHOBOW HPOBEPKH QeAepayibHbIM OpPraHOM
HICIIOJTHUTEJIPHON BJIACTH, YIIOJTHOMOYEHHBIM B 00J1acTH oOecrieueHHss 0Oe301MacHOCTH
KpUTHUYeCKOM UWH@OpManuoHHON uHpacTpyKTyphl  Poccuiickonr  Penepanuu,
COCTAaBJIAETCS aKT IIPOBEPKU 110 YTBEPIK/IEHHOI YKa3aHHBIM OopraHoM gopme.

5. Ha ocHOBaHMU aKTa HpOBEpPKU B cjydyae BBIABJIEHUS HapylleHUsA TpeOOBaHUM
HacTosmero ®ezepaybHOTO 3aKOHA U MPUHATHIX B COOTBETCTBUU ¢ HUM HOPMATHUBHBIX
IPABOBBIX AKTOB MO O0eCreYeHHI0 0e30MacCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUECKOM
UHPOPMAIMOHHON UHOMPACTPYKTYphl (peflepasbHbIM OpTraH HUCIOJHUTEJIBbHOU BJIACTH,
VIOJTHOMOYEHHBIH B obsactu  obeciieueHusi  0e30IMACHOCTH  KPUTHYECKOU
nHpopManuoHHOU WHOpPacTpyKTyphl Poccuiickoii ®enepanuu, BbIZAaeT CyOBEKTY
KPUTUYECKOM HWHOOPMAIMOHHOU WHQPACTPYKTYphl MOpeAnncaHue 00 yCTpaHEeHUH
BBISIBJIEHHOTO HApYIIIeHUs C YKa3aHNEM CPOKOB €ro yCTPaHEHHUH.

CratbAa 14. OTBEeTCTBEHHOCTb 3a HapylueHue TpeboBaHNM HacTosALEero
®depepanbHOro 3akoHa U NPUHATBLIX B COOTBETCTBUM C HUM UHbIX HOPMATUBHbIX
NnpaBOBbLIX aKTOB

Hapymenune TtpeboBanuii Hacrtosmero ®enepajibHOrO 3aKOHA W IPUHATHIX B
COOTBETCTBUM € HHM UWHBIX HOPMATUBHBIX IIPABOBBIX aKTOB BJIEYET 3a COOOU
OTBETCTBEHHOCTDb B COOTBETCTBUHU C 3aKOHO/IaTeIbcTBOM Poccuiickoit Pesepariiu.

Cratbsa 15. BectynneHue B cuny HacTosiwero ®eaepanbHOro 3akoHa
Hacrosmuit ®enepasbHBIN 3aKOH BCTYIIAET B CUJLy € 1 AHBaps 2018 roja.

IIpesunenT
Poccuiickoit ®enepanuu
B.Ilytun

MockBa, Kpemiib
26 H10JA 2017 roga
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